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During the past decade, significant
improvements in the signal to noise level
on the single photon channel have
enabled QKD over tens of kilometers in
fiber and free-space,2 with typical key
generation rates of a few kilobits/second.
In May 2004, Bienfang et al.3 reported a
major increase in the attainable rate of
key generation made possible by the
application of telecommunications clock
recovery techniques at 1.25 Gbits/s.

This method resulted in the genera-
tion of sifted key at rates above 1 Mbit/s
over a 730 meter free-space link. The gen-
eration of secure key requires additional
steps of error correction and privacy
amplification. These have recently been
implemented, generating secure key at a
rate of 140 Kbits/s, sufficient for the one-
time pad encryption of streaming video.
These techniques are expected to scale to
higher rates as single-photon detector
timing resolution is improved.

Quantum Optics
Quantum Cryptography
Edges Toward Telecom
Speeds and Practical
Applications
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The use of quantum physics to create
devices of revolutionary functional-

ity is an enduring aspect of research in
optical science. Recent research has
focused on the application of quantum
physics to information technology, where
it has been found to offer capabilities not
available by classical means. In particular,
quantum cryptography1 exploits the fact
that any measurement of a quantum state
necessarily projects the state on to the
measurement basis. With clever use of
non-orthogonal bases in a quantum
channel, one can therefore ensure that
eavesdropping can be detected. This sen-
sitivity to an eavesdropper’s measure-
ments, and the indivisibility of quanta,
can guarantee the secrecy of information
generated over the channel, a guarantee
that cannot be given by any classical sys-
tem. Such secret information can then be
used as a cryptographic key in the only
provably secure method of data encryp-
tion, the one-time pad cipher.

The BB84 [Ref. 1] protocol for quan-
tum key distribution (QKD) realizes this
technique with the polarization states of
single photons. The sender (Alice) trans-
mits photons the polarizations of which
are randomly chosen from the states of
two non-orthogonal bases (e.g., vertical/
horizontal and ± 45 degrees), and the
receiver (Bob) randomly chooses
between the two bases to make his mea-
surements of the photons’ polarization
states. Through a subsequent open dis-
cussion, Alice and Bob determine those
instances when they both used the same
basis, thereby determining in which
instances they faithfully transmitted and
detected a photon’s polarization state. An
eavesdropper’s intervening measure-
ments will generate differences in their
measurements, which can be detected by
Alice and Bob by regular monitoring of
their error rate.

Figure 1.
Operation of
the free-space
quantum key
distribution
system of
Bienfang et al.
The “Alice”
node uses 
the free-space
telescopes 
visible in the
foreground;
the “Bob”
node is
located on 
the top 
floor of the
administration
building of
the National
Institute of
Standards and
Technology in
Gaithersburg,
Md., which
can be seen 
in the back-
ground.

Quantum cryptography is still very
much a research enterprise, but it is mov-
ing toward mainstream telecommunica-
tions applications. For example, Poppe 
et al.5 recently reported a quantum
encrypted financial transfer carried out
over a 1.45 km optical fiber link through
the sewers of Vienna, Austria. Quantum
cryptography, as the branch of quantum
information science closest to practical
use, should continue to be of increasing
interest to the optics community.
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Photons
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Quantum imaging techniques enable
the construction of images which

are either sharper or more noise-free
than those that can be created by means
of conventional imaging techniques. Here
we describe our experimental and theo-
retical investigations of the process of
coincidence imaging—or “ghost” imag-
ing—with the goal of establishing any
limitations to this method and of deter-
mining which features of the coincidence
imaging process are quantum and which
can be understood in terms of classical
correlations.

The process of coincidence imaging
using an entangled light source is illus-
trated in Fig. 1(a). A laser beam excites 
a second-order nonlinear optical crystal
and, through the process of parametric
downconversion, a pair of entangled
photons is created. One of the photons
illuminates an object and a non-imaging
detector (a “bucket” detector) registers
the scattering of the photon from this
object. The other photon is directed onto
an imaging device, a photodetector array.
A coincidence circuit allows the output of
the imaging detector to be recorded only
in the presence of a trigger pulse from 
the  bucket detector. In this manner, a
sharp image of the object is obtained
even though the photons that fall onto
the imaging detector have never inter-
acted with the object to be imaged.

There has recently been a spirited 
discussion1,2 in the literature regarding
the conditions under which coincidence
imaging can occur and in particular
regarding whether coincidence imaging 
is an intrinsically quantum process or
whether it can be understood in terms 
of classical correlations.

Recently Gatti et al.3 have argued 
theoretically that, for an object at a
known distance from the apparatus,
coincidence imaging can be performed
using classical correlations but that quan-
tum entanglement is required if one
wants to obtain a sharp image of an
object that might be either in the near 

or far field of the light source. We have 
performed an experiment to test this 
idea and find results4 in agreement with
these predictions.

Our experiment and results are also
shown in Fig. 1. In part (b) of the figure,
an object in the form of a two-bar mask
is imaged onto the plane of the paramet-
ric downconverter. In part (c), the object
is placed in the far field of the downcon-
verter. In both cases, a sharp image of the
object is obtained by the coincidence cir-
cuit. We have also obtained results for the
situation in which the parametric down-
converter is replaced by a classically cor-
related source. In this case, we obtain
sharp images for an object in either the
near or far field but not in both. The
results can be understood from the 
point of view that, in the quantum case,
the observer can wait until the photon
pair is emitted before deciding whether
to measure the position or (transverse)

Figure 1. (a) Illustration of the process of coincidence imaging. Experimental setups (b, c)
and measurements (d, e) showing coincidence images of a two-bar mask in both the near
(b, d) and far (c, e) fields.

momentum of one of the photons. The
analogous quantity for the other photon
is then precisely determined. We have
also elucidated the relation between 
coincidence imaging and the Einstein-
Podolsky-Rosen effect.5
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Controlling the 
Speed of Light
D. R. Solli and J. M. Hickmann

Contrary to intuition, it is possible for
the group velocity of a wave packet

to exceed the vacuum speed of light with-
out violating causality. Equally astound-
ing is the fact that the group velocity of an
optical or electronic pulse can be slowed
to pedestrian speeds. Over recent years
there have been numerous theoretical and
experimental studies of both fast and slow
light in absorptive and reflective systems,
leading many researchers to believe that
extreme group velocities could have
important practical applications.1 Recent
experiments revolutionized the study 
of fast and slow light by showing that
extreme group velocities can occur in a
much more general class of systems than
previously considered.2 In short, fast and
slow light effects could be everywhere and
could also be easily controlled.

On the basis of this new idea, the
essential ingredient for fast or slow light
propagation is the existence of channels
for energy to flow into or out of a wave-
form. Until recently researchers were not
aware of the fact that these channels are
not limited to dissipation and reflection.
We can also imagine transferring energy
among channels into different directional
modes, polarization modes, frequency
modes and spatial distributions. Many
systems exhibit such properties and are
thus candidates for fast and slow light
effects. Systems with absorption, gain or
reflection are simply particular examples:
in these processes energy is transferred to
(or from) the optical medium or to a
wave that propagates in a different 
direction.

This new concept has been demon-
strated in experiments showing that the
group velocity of a waveform can be
completely controlled by transferring
energy between polarization modes. In
these simple but striking experiments, a
beam of linearly-polarized radiation was
sent through a birefringent photonic
crystal and onto a polarization-sensitive
detector. The birefringent element—
acting as a wave plate—rotated the polar-
ization of the microwave beam in a fre-
quency-dependent way, creating a

transmission null at the detector for a
particular frequency and orientation of
the birefringent crystal. Amazingly, it was
found that the group velocity of a wave-
form at a particular frequency could be
arbitrarily fast or slow depending on the
precise orientation of the crystal and the
detector. Moreover, an extremely small
angular adjustment could change the
time of flight of the wave packet from an
arbitrarily long delay to a negligibly short
delay (see Fig. 1). In fact, the propagation
delay of the pulse was completely
unbounded, spanning all positive and
negative values,2, 3 and it could be tuned
by changing the frequency or the pho-
tonic crystal angle.

As we have shown, a new vector for-
mulation of the Kramers–Kronig rela-
tions—the mathematical statements of
causality—facilitates a deeper under-
standing of these experimental results
and of all fast and slow wave propagation
as interference effects. The mention of
fast light propagation might understand-
ably raise a few eyebrows, but faster-than-
c group velocities do not violate Einstein’s
theory of relativity because the velocity of
information does not exceed the vacuum
speed of light.4

Controlling the speed of light has
important potential for variable delay
lines and buffers in optical signal process-
ing, optical communication and elec-
tronics. In addition, these results have a
significant connection to weak values—
an important concept in quantum-
mechanical measurement theory—and
might have application in extremely pre-
cise measurements of physical
quantities.3
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Figure 1. Measured group index (vacuum speed of light c divided by group velocity)
for radiation transmitted through the experimental system described in the text as a
function of the crystal angle (solid lines – theoretical model). The dashed line marks
unity group index, which corresponds to a group velocity equal to c. Amazingly, a
change of approximately 1 degree in the wave-plate angle across the singularity
resulted in a measured time-of-flight change of more than 10 ns, which is greater
than 20 times the luminal propagation time.
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