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Quantum key distribution—the creation of secret keys from quantum

mechanical correlations—is an example of how physical methods can 

be used to solve problems in classical information theory. A number of

experiments have demonstrated that the necessary quantum mechanical

correlations can be established. Quantum key distribution systems are

now being marketed to financial institutions, governments and network

service providers. Since the secrecy of the keys cannot be experimentally

tested, a thorough theoretical analysis is needed to prove that the sys-

tems are indeed secure. In this article, the author describes the basic

principles that can be used to confirm the security of practical quantum

key distribution systems.

How Do We Know It’s Secure?
Quantum Key Distribution 

T he art of concealing the content
of messages from spies and eaves-
droppers has a long history.1 The

process itself may involve many rounds 
of sophisticated coding mechanisms and
refinements of code-breaking methods.
For centuries, these methods were based
on intuition and on the skills of individ-
ual code-makers and code-breakers. In
1948, Claude Shannon laid the founda-
tion for a rigorous treatment of the prob-
lem2 when he showed that the only way to
communicate with absolute secrecy is to
use the one-time pad method (see Fig. 1).
In this method, the sender—whom we
shall call Alice—encodes her message
(conceived of as a bit-stream) with the
help of a secret key of the same length as
the message. One bit at a time, she applies
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sequence of single photons that are
polarized at random either in
horizontal or vertical linear polar-
ization, or in left or right circular
polarization. The corresponding
vectors are 

1 0 1    1 1      1, , —      , — .�0 � �1 � √2 �1 � √2 �−1�
One by one, Bob measures at

random—either on a linear or a
circular polarization basis—the sig-
nals that arrive. The signals and
measurements are chosen at ran-
dom so that Eve cannot adapt her
strategy to the chosen signal or
measurement, and for this reason
the procedure represents an appro-
priate test of the security of the
quantum channel. How do Alice
and Bob detect an eavesdropper?
They can publicly exchange the
polarization basis 
of signals and measurements 
and retain only those signals for
which they used the same basis.
This process is called sifting. Only

in the absence of an eavesdropper will the
sifted signals be perfectly correlated. Alice
and Bob test the correlations by publicly
comparing—on each side of the chan-
nel—a test sample of data. If this test
confirms the absence of eavesdropping,
they then translate the remaining sig-
nals within each basis as “0” and “1” to
obtain a secure key.

This basic idea requires add-ons as we
shift the discussion to realistic channels.
A bona fide quantum channel, e.g., an
optical fiber, will itself change the signal,
by introducing, for example, loss or
polarization mode dispersion. What’s
more, detectors are noisy and the set-up
will never be ideally aligned. All this will
create imperfect correlations (errors) in
the sifted key. In principle, we cannot dis-
tinguish between imperfections in the
channel and the effects of eavesdropping.
For security’s sake, however, we must
assume the worst-case scenario, namely,
that the errors are caused by eavesdrop-
ping. Therefore, we must adapt quantum
key distribution to tolerate errors and the
associated eavesdropping to some extent.
The basis for this adaptation is that we
know that the BB84 protocol is secure if
the arriving signals are unchanged. Since
the physical channel changes the signals,

an exclusive-OR logic gate (XOR) to
the message and to a key bit, obtain-
ing a cryptogram in the process. All
the positions in Alice’s cryptogram
are marked by the logic value ‘1’
where key and message bit differ. If
the receiver, Bob, also knows the
secret key, he can recover the mes-
sage by applying the XOR gate to the
cryptogram and his own copy of the
key. The secret key can be used only
once; for this method to work, it
must be chosen at random from all
possible keys of a given length. That
means that for third parties, such as
an eavesdropper—we’ll call her
Eve—all keys are equally likely. The
goal of quantum key distribution
(QKD) is to create the secret key. 3, 4

In quantum mechanics, signal
states are represented by vectors.
What is important in the context of
eavesdropping is the choice of the
set of vectors that correspond to the
signal set. In modern communica-
tion, typical signals, such as light
on/light off signals, are represented
by orthogonal vectors. This signal
set demonstrates the behavior one would
expect to encounter in the realm of clas-
sical physics; it is possible, in fact, to mea-
sure out the signal and determine
whether the light is on or off. An eaves-
dropper can perform such a measure-
ment and produce a new signal that
corresponds to the measurement 
outcome. It is indistinguishable from 
the original signal and can be sent to the
receiver. What’s more, an eavesdropper
can copy such signals in unlimited 
quantity.

The picture changes if we use a set of
signal states represented by non-orthogo-
nal vectors, such as laser pulses with
slightly different phases. Such signal sets
have unusual properties: no system of
measurement, no matter how sophisti-
cated, can perfectly distinguish one signal
from another. The reason is the linearity
intrinsic to quantum mechanics, where
in a set of two non-orthogonal signal
states one signal can be expressed as the
linear combination of the other state and
some complementary orthogonal state.
This guarantees that the behavior of these
signals, in terms of transformation and
measurement, is closely linked. The 
so-called no-cloning property—in
other words the fact that one cannot

make copies of a system which might
be in one of several different non-
orthogonal states—is another corollary
of the linearity of quantum mechanics.
As a matter of fact, any attempt to deter-
mine in which of the non-orthogonal
states the signal has been prepared will
have the effect of disturbing it. By testing
for changes in the signals, one can test for
the presence of an eavesdropper: it is pre-
cisely for this reason that such signals are
at the heart of quantum key distribu-
tion. A protocol for quantum key distri-
bution should of course not only test for
eavesdropping, it must also establish pro-
cedures that allow Alice and Bob to agree
via the signals on a common key.

The simplest protocol to achieve this
goal is the Bennett-Brassard protocol
(BB84).5 Let us consider an idealized
scheme that uses single photons, the
states of which are represented by two-
dimensional vectors. Alice sends Bob a
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Figure 1. In the one-time pad method,
sender and receiver encode the input with 
a secret key that is shared. (Facing page)
Alexei Trifonov of MagiQ Technologies works
on a QKD set-up awaiting deployment in 
an optical communications network.
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we have to construct from the
imperfect channel, via quantum
error correction codes (QECC),
what is, in effect, a perfect channel.
The QECCs allow us to transport
quantum signals perfectly over
noisy quantum channels in the
same way that classical error cor-
rection codes allow classical infor-
mation to be sent perfectly over
noisy classical channels.

Fortunately, we do not have to
digress at this point into the the-
ory of quantum error correction
codes since Shor and Preskill6

have shown that the use of special
QECCs can be mapped to a two-
step procedure that distills a secret
key from the sifted data of the
BB84 protocol via classical communica-
tion protocols. The first step is a simple
classical error correction procedure to
assure that Alice and Bob share the same
key. The second is a “privacy amplifica-
tion” procedure that reduces the correla-
tions Eve might have with Alice’s and
Bob’s corrected key. How could privacy
amplification work? Think of a sequence
of bits shared by Alice and Bob. From her
eavesdropping, Eve has gained partial
knowledge of these bits, a factor which is
expressed in a probability of guessing
each bit correctly. Let this probability be
p=(1+�)/2. (Here �=0 corresponds to
the situation in which Eve has no clue as
to the signals.) Now let Alice and Bob
agree to divide their bit sequence into
blocks of length n and to take the parity
of each block as the elements of a new,
shorter bit sequence. What is the prob-
ability that Eve will 
correctly guess the parity bit of the
blocks, and with that a bit in the new bit
sequence? The probability is given by
pn=(1+�n)/2, which brings one arbitrarily
close to the situation in which Eve has no
knowledge of the final sequence at all. This
example is quite crude, as it shortens the
key drastically. Actually, it has been shown
that, in typical situations in which a more
elaborate procedure is used, one need
shorten the key by only a small fraction.

This two-step process succeeds at the
cost of the length of the secret key. The
shortening is the expected effect of QECC,
since by definition any error correction
scheme embeds the protected information

in a larger number of signals. The length
of the secret key after privacy amplifica-
tion depends on channel noise. The
expected ideal secure bit rate for the CSS
codes is shown in Fig. 2. For these codes,
we see that error rates of up to 11 percent
can be tolerated. Other protocols can tol-
erate even higher error rates. It is apparent
that a sizeable error rate can, in principle,
be tolerated.

So far, we have considered applications
of the BB84 protocol that use single-
photon sources. Although many groups
are seeking to develop such sources, most
quantum key distribution experiments
conducted to date have used laser pulses.
When laser pulses are used, non-orthogo-
nal quantum states can be achieved and 
a security analysis can be performed to
show that secure quantum key distribu-
tion is possible within certain limits.
These limits are given by transmission
loss and by the characteristics of the
source, as will be explained in the follow-
ing paragraph. It is important to empha-
size that the use of single-photon sources
for quantum key distribution is not
mandatory since security is based on the
non-orthogonality of signals. For exam-
ple, Bennett has shown that secure key

distribution can also be based on
two strong laser pulses with
overlapping quantum mechani-
cal regions of uncertainty; the
overlap is created by choosing
slightly different phases for the
laser pulses.

Implementations of the BB84
protocol that approximate single
photons by use of weak coherent
pulses require special mention.
This is because the signals are
built from a Poissonian photon
number distribution with an
average photon number that is
typically 0.1-0.4 photons per
pulse. Why is this important?
Such pulses contain some multi-
photon signals that provide

multiple copies of the polarization state
of an ideal single-photon signal. Eve can
simply split off a copy without being
restricted by
the no-cloning theorem. She can obtain
complete information about the signal
after Alice and Bob have announced its
polarization basis. At the same time, no
errors in signal polarization occur. Of
course, the photon number statistics
are—on first sight—changed, but Eve can
hide her photon-number-splitting attack
in transmission loss so that the overall
statistics are unchanged. Moreover, for a
fixed average photon number, if the loss
is sufficiently strong, Eve can even sup-
press all signals that contain only one
photon. In this case, the BB84 protocol
could be broken. Although this attack is
surely a serious challenge, information
leakage caused by multiphoton signals
can to some extent be addressed during
the privacy amplification step, in the
same way that information related to
observed errors is handled: the security
analysis allows QECC treatment of the
single photon signals that remain after
Eve makes use of all available multipho-
ton signals. We find that the multiphoton
effect dominates the resulting final secret
bit rate. It can be approximated by
G=(parr –pmulti)/2. Here parr is the frac-
tion of signals detected by the receiver
after having passed through the lossy
quantum channel and pmulti is the frac-
tion of the multiphoton signals emitted
by the source. For a Poissonian photon
number distribution of the source with
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Figure 2. For ideal single photon signals, the
secure bit rate per signal drops with an
increasing error rate. For an error rate of
more than 11 percent, no secret key can be
obtained using the method derived from
CSS quantum error correction codes.
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average photon number � and a
single-photon transmission effi-
ciency � we find an optimal
value of �opt� � and, therefore,
G ��2/4. Clearly, as transmission
losses increase, the unavoidable
dark count rate of the single-
photon counters becomes domi-
nant. We denote the rate of dark
counts per signal by d. If trans-
mission efficiency falls below et
�lim=2√

–
d/�, for a typical sym-

metric error pattern, secure key
distribution is no longer possi-
ble.7 The proven secure rates 
and the limitations are shown 
in Fig. 3.

All the experiments described
in the literature operate, in sub-
stance, in a regime that, based on the
standards described above, is not secure.
The reason is a difference of opinion
regarding what kind of security to aim
for. So far we have adopted a very conser-
vative stance in that we have assumed
that all observed imperfections are
caused by eavesdropping. This way of
thinking assumes that Eve can avoid dark
counts in Bob’s detector so that all result-
ing errors are caused by her interaction
with the signals. Similarly, it is assumed
that Eve can make Bob’s detector perfect
and that she can perform any quantum
mechanical transformation on the signals
as they are passing from Alice to Bob.
This includes her ability to produce per-
fect, loss-free transmission. Clearly, the
conservative scenario outlined above
overestimates the practical capabilities of
a real eavesdropper. Still, it is important
to note that the technology demonstrated
in experiments allows for operation of
secure QKD over distances of 10-20 km
on the basis of these strict standards: the
only parameters to change in the set-up
are the average photon number and the
transmission distance, both of which
should be reduced.

It is QKD’s strength that, in this 
scenario of unconditional security, it
achieves security that can be proven.
“Unconditional” refers here to the fact
that no assumptions are made regarding
Eve’s capability to manipulate the signals
between Alice and Bob. Still, assump-
tions about Eve’s power are made. For
example, it is assumed that Eve cannot

intrude into Alice’s and Bob’s sending
and receiving boxes, e.g., to read the ran-
dom number generator used or to gain
knowledge of the settings of the prepara-
tion and measurement devices. Once
assumptions are made regarding Eve’s
capabilities, it is natural to debate how to
precisely define her limitations, including
technical limitations on her eavesdrop-
ping within the quantum channel itself.
For this reason, one direction of current
research is to find consistent descriptions
of Eve’s capabilities to attack the QKD
system. This is not an easy task once we
leave behind the conservative stance.
There is, for example, an optical path that
goes directly to the heart of Bob’s detec-
tion apparatus. It might be used by Eve to
manipulate the behavior of Bob’s detec-
tors, in terms, for example, of the tempo-
ral shape of the signal pulses, including
extra pulses that are sent while the detec-
tors are not gated. It is hard to put limits
on the resulting effects; they depend to a
large part on the measures Bob takes to

protect himself. Moreover, even
if we assume that dark count
rate and detection efficiency
cannot be influenced, it is diffi-
cult to conduct a rigorous secu-
rity analysis in this case.

It is interesting to investigate
the upper limits on the perfor-
mance of QKD devices in the
context of a relaxed security sce-
nario in which specific limita-
tions are placed on Eve’s
capabilities. One example is the
case in which Eve measures the
signal immediately after Alice
submits it to the quantum chan-
nel. The result is sent over a clas-
sical channel to a quantum state
preparation device at the

entrance to Bob’s detection device.
Whenever the observed correlations
between Alice’s signals and Bob’s detec-
tion events can be explained by such a
set-up, it can be proven that no classical
communication protocol can turn the
observed correlations into a secret key.

For an implementation of the BB84
protocol with weak coherent pulses, we
can construct an attack as follows: Eve
performs an unambiguous state discrim-
ination (USD) measurement that tells
her with probability PUSD which of the
four states has been sent, while with
probability 1-PUSD she has not identified
the state. This measurement is possible
because of signal structure: the quantum
mechanical state vectors of the signals
are linear independent. For small average
intensities � of the signals, the optimal
value of PUSD is given by PUSD��3/12
[Ref. 8]. Whenever Eve cannot identify
the signal sent by Alice, she prepares the
vacuum state for Bob; otherwise she pre-
pares photons in the identified polariza-
tion. Now consider that the loss in the
original channel (excluding detection
inefficiencies) is so strong that only a
fraction of Parr signals contain at least
one photon before entering Bob’s 
detectors. In this case we see that this
type of scheme can explain the observed
correlations whenever PUSD �Parr. Eve
can adjust the photon number statistics
of her prepared signals to match that of
the lossy channel. It seems inescapable
that we attribute to Eve the power to
launch such an attack. Therefore, one

QUANTUM KEY DISTRIBUTION 

Figure 3. Example of unconditional secure
quantum key distribution using weak laser
pulses at 1,500 nm. Shown are the secure
bit rate per signal and the upper boundaries 
on the rate and distance mentioned in the
text. The channel loss is assumed to be 
0.2 dB/km; the additional receiver loss is 
1 dB; the misalignment error rate is 1 percent;
a dark count rate of 2 � 10-4 per time slot and
a detection efficiency of 18 percent are given.
The values are taken from an implementation
of KTH Stockholm. [From Ref. 10.]
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should not expect a secure key from a
BB84 scheme with weak laser pulses 
with �=0.1(�=0.4) if the loss of the
transmitting line exceeds 31 dB (20 dB).
Assuming a loss of 0.3 dB/km of
installed fiber, this corresponds to a 
maximum transmission line of 104 km
(67 km).

These are, it should be noted, only
upper boundaries of what is possible; to
date, the distance for proven security that
can be practically achieved is less; see 
Fig. 2. It does, however, seem possible to
exceed the boundaries shown in Fig. 2,
which refer to multiphoton components
and to the influence of dark counts. To
narrow the gap between the provable
secure rate and the upper boundary given
by the unambiguous state discrimination
attack, one can modify the classical com-
munication protocol between Alice and
Bob so that the polarization basis is no
longer publicly announced. Such a modi-
fication has been proposed by Acin and
co-workers.9

Conclusion
There are various ways to meet challenges
such as those posed by the USD attack.
One is to switch to different signal
sources. If single-photon signals are being
used in the BB84 protocol, no measure-
ment system capable of precisely identi-

fying them exists. But the production of
single-photon sources remains a technical
challenge, especially in the context of
a commercial application. We used 
single-photon signals in the case of the
BB84 protocol mainly for illustrative pur-
poses. From an abstract point of view,
any signal space spanned by two quan-
tum mechanical overlapping signal states
will do. One interesting example is that of
two strong laser pulses with a very small
shift in polarization. In this setting, the
photon number does not play a major
role. These signals can be combined with
different detection techniques and the
resulting system is expected to overcome
the loss limitations described above. The
new protocols will allow another uncon-
ditional security evaluation to be con-
ducted, and as a result, we will be able to
bridge larger distances with provable
security.

Although researchers are still working
on improved protocols, it is important to
point out that even now, with existing
equipment (including laser pulses and
single-photon detectors), one can gener-

ate unconditionally secure keys for secret
communication. This technology is
employed by companies such as MagiQ
Technologies and IdQuantique for com-
mercial purposes. From future protocols
and experimental implementations, we
can expect enhanced performance in
terms of distance and key creation rate.
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(Above) Quantum key distribution systems are
being implemented by financial institutions
and other organizations searching for new
ways to heighten communication security. 
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