
Quantum
Cryptography:
Making It to Market 

Ahandful of companies are announc-
ing the development of commercial

quantum cryptography systems for the
secure transfer of information related to
everything from banks to biomedicine.
This comes fewer than 20 years after
quantum cryptography first was 
demonstrated.

One of the most recent announce-
ments comes from MagiQ Technologies,
with laboratories in Somerville,
Massachusetts. The quantum key distri-
bution system, named Navajo, is designed
to distribute keys through polarized pho-
tons over fiber-optic cables and thereby
prevent third parties from secretly view-
ing the transmissions. Navajo’s beta pro-
gram is being applied to 10 commercial
sites, including investment banks, broker-
age houses and communication service
providers. But “our customer require-
ments go beyond those beta sites,” said
Robert Gelfond, the company’s founder.
“It doesn’t need babysitting by a physicist
or engineer.”

“We’re able to refresh or regenerate
cryptographic keys and we’re able to
refresh up to 1000 times a second,” said
Andy Hammond, vice president of busi-
ness development and marketing for
MagiQ.

Id Quantique, created in 2001 by four
researchers at the University of Geneva,
announced its own system last year. The
rate is ~ 4000 bits/s for a 10-km link,
while for a 50-km link, the system has a
rate of ~ 50 bits/s. The limiting distance,
where the data rate falls to 0 bits/s, is on
the order of 90-100 km depending on the
fiber attenuation. The Geneva company’s
system contains two boxes connected to
optical fiber. “You install the system, there
are a few parameters you need to choose,
but then it’s basically user transparent,”
Id Quantique Chief Executive Officer
Grégoire Ribordy said.

“We developed the first beta system
and then tested it in all kinds of condi-
tions: different distances, different fiber,”
he said. “Now we’re looking for a partner
that would be interested in testing it in a
more applied environment.” Some firms
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SCATTERINGS

The Washington Opera this year
launched the theatrical debut of a

fiber-optic fabric that allowed charac-
ters to express themselves not only
through voice and movement, but also
through glowing garments. The
Washington, D.C., company’s winter
production of Verdi’s “Aida” used the
product in costumes for several key
scenes: Serpent and hawk priestesses
glimmered as they danced, and the
spurned princess, Amneris, literally
glowed with anger.

The fabric is woven with optical
fibers and produced by Luminex, a
company based in Prato, Italy. Special
looms can create nylon, cotton, or
wool products, for example, with plas-
tic fibers running vertically through
the material, said Raffaello Pardini,
who heads research and development
for Luminex. Battery-powered LEDs
produce the light, and a microchip is
being developed that will allow up to
276 shades of color to be displayed by
pushing a button on the battery,
Pardini said. For the “Aida” costumes,
multiple batteries were tucked into

tiny Spandex pockets, said
Washington Opera Costume Director
Marsha LeBoeuf. “Each battery has a
switch, each one needed to be turned
on,” she said. “The lady dancers
walked on stage in full light, then the
lights were dimmed, and it was quite
effective.”

The show’s stage director and cos-
tume designer came across the idea
after attending a fashion show featur-
ing the optical fabric, LeBoeuf said.
The product turned out to be fairly
successful for the production, which
ended in March, she said. It worked
best when the stage lights were
dimmed, but performing in the dark is
not always possible or practical, she
said. “Integrating it into a multifaceted
performance situation will take some
research and practice.”

The most feedback she has received
is from lighting designers. “This adds
dimension to the light you put on
stage,” she said, in part because char-
acters become part of the lighting
itself. “The light takes a physical shape,
literally.”

LEDs Light Up the Opera

Fiber optics made 
costumes glow in the

Washington Opera's “Aida.”
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are apprehensive about trying the new
technology, he said. “They really want to
see it applied somewhere. They like to
follow… People have to be ripe for new
technology.”

It’s easier now for such companies to
make headway in this burgeoning field,
said Alexei Trifonov, vice president of
research for MagiQ. That’s in part
because in the 1990s, “billions were put
into developing components. That’s
what’s amazing about this technology:
you can just search the Web, buy all the
components and they’re affordable…
We couldn’t do this five or 10 years ago.”

Advances in lasers, fiber optics, detec-
tors, electronics and computation
indeed have helped such systems along,
said Donald Bethune of the IBM
Almaden Research Center. But they all
rely on basic principles set forth two
decades ago, he said. Charles Bennett
and Gilles Brassard presented the idea of
quantum cryptography in “remarkably
complete form” in 1984, according to
Bethune. “The paper they published in
that year is so beautifully clear and
thought-through that I find it totally
admirable and amazing. All of the lead-
ing systems being implemented today 
use the ‘BB84’ framework put forward 
in that paper.”

Zooming In 
On the Nanoscale

A team at the University of
Rochester says it has created the

highest resolution optical spectroscopic
measurement ever made, allowing 
scientists to see detailed information 
in nanosized structures.

“It is important to emphasize the
spectroscopic component, since many
people have done apertureless near-field
microscopy and similar scanned-probe
techniques at that and smaller length
scales,” Bennett Goldberg, a Boston
University researcher, said of the project.
“The optical spectroscopy, determining
native characteristics of the materials, is
what’s unique.”

The Rochester team’s system currently
has a 17-nm resolution. “For every point
on a sample of carbon nanotubes, we get

a spectrum which is a fingerprint of the
chemical species we are looking at,” said
Lukas Novotny, who heads the group.

The team sharpened a gold wire to a
point a few billionths of an inch across
and shined a laser against the tip, inciting
the electrons to oscillate. The oscillations
created a small bubble of electromagnetic
energy at the tip, and that energy inter-
acted with the vibrations of the atoms in
the sample. The interaction resulted in
the release of packets of light at specific
frequencies, which could be detected and
used to identify the chemical composi-
tion of the material.

The measurements were done 
on single-walled carbon nanotubes
deposited on glass. Carbon nanotubes,
which are made simply of carbon atoms,
can be used for a range of applications,
including molecular wires, artificial mus-
cles and gas sensors, Novotny said. What
makes the nanotubes special is the partic-
ular tube structure formed by the carbon
atoms. The best way to identify these
structures is to look at their Raman spec-
trum. Every peak within this spectrum
can be assigned to particular vibrational
motions of the atoms within the tube.

The team is refining the system for use
in semiconductor physics and biological
research. “That would certainly be some-
thing… to apply the techniques to iden-
tify membrane proteins,” said Leon
Esterowitz of the National Science
Foundation, which funded Novotny’s
research. “I think it would be quite 
exciting [if] it could really go into 
in vivo biological investigations.”

SCATTERINGS

T his year marks the 500th anniversary of the painting of “Mona Lisa”
by Leonardo da Vinci, and a Harvard neuroscientist says it is spatial

frequencies that explain the famous subject’s elusive smile. Art historians
have called the smile ambiguous. If that were true, her expression would
change depending on the viewer’s mood, Margaret Livingstone said.
“But it does not. Her smile is in the low spatial frequencies and so is seen
better by your peripheral vision than your central… Her expression
depends on where you are looking.”

Here, “Mona Lisa's” face is filtered to show the lowest (left), low 
(middle) and high (right) spatial frequencies. 
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DID YOU KNOW?

Raman scattering
images of carbon 
nanotubes on glass
substrate. (a) Image
recorded with conven-
tional microscopy. (b)
Same image recorded
with the near-field
Raman technique.

(a) (b)


