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Since computers are becoming so 
omnipresent in our daily lives, I 

thought this month it might be in
teresting to take a look at some of 
the more risky and less desirable as
pects of the computer. A good place 
to look for information on this topic 
is the USEnet newsgroup comp. 
risks, which is moderated by one of 
the leaders in this area. 

Comp.risks has much interesting 
and sometimes frightening informa
tion, e.g., the January 10, 1999 issue 
contains a half dozen or so horror 
stories, including one that may be a 
little too close to home for you: a 
description and analysis of a bug in 
the CALL function of Excel that al
lows an attacker to do almost any 
mischief he wants to do on your 
machine. The attacker sends an 
HTML (hypertext markup language, 
the language commonly used to de
scribe Web pages) e-mail that 
launches Microsoft Excel and uses it 
to run the program that does the 
damage. This bug has received a fair 
amount of press, however, most 
news articles miss the fact that the 
bug is not confined to Excel and, in 

fact, is not an Excel bug at all. As 
Padgett Peterson explained in a Jan
uary 8 posting in comp.risks, "What 
is not well understood is that this 
exploit is actually multifaceted, 
there are a number of HTML con
structs and a number of applications 
that can be used. The choke point 
seems to be in the (Windows) Reg
istry, which decides which applica
tions (mostly Microsoft's) are con
sidered 'safe,' that no warning screen 
is generated on network download/ 
launch sequences for these applica
tions. EXCEL [sic] is just one of 
these. A similar download sequence 
can be observed by W98 users when 
visiting the 'Windows Update' page 
and the check for installed products 
is made. Note that the download oc
curs before a screen is displayed." 

More details can be obtained 
from the comp.risk posting. It is 
archived at http://catless.ncl.ac.uk/ 
Risks/20.15.html#subj4. A table of 
contents to the entire comp.risks 
archive, "The Risks Digest," can be 
viewed at http://catless.ncl.ac.uk/ 
Risks. 

The January 10 issue also con
tains postings on several surprising, 
but harmless, quirks of poor pro
gramming or planning, and other 
postings on a phone outage caused 
by the theft of the switching com
puters, a bug in the Visual C++ 
library that will cause many applica
tions to convert to daylight savings 
time a week early (on April 1, 2000), 
a continuation of a thread on prob
lems caused by the ephemeral na
ture of Web postings, and a report 
of early Year 2000 (Y2K) problems 
that appeared at noon on January 1, 
1999 in computerized taxicab me
ters in Singapore and Sweden. 

As one scans through the recent 

issues of "The Risks Digest," one 
finds that Y2K problems are preva
lent. Sweden could not issue provi
sional passports on January 1 of this 
year. The U.K. found that one of 
their antimissile missile systems 
would not work in the event of an 
attack. The patient-admission com
puters in the hospitals in the canton 
Waadt in Switzerland failed on Jan
uary 1. Various pieces of medical 
equipment cannot report a date in 
1999. If these problems are an indi
cation, the end of the millennium 
will bring numerous pesky, albeit 
mostly minor, problems. 

Some of the postings are directly 
applicable to our work. One topic of 
great importance to OSA is an 
often-revived discussion about the 
permanence and impermanence of 
Web postings. The former is men
tioned in an interesting posting that 
points to a "Salon" magazine article 
by J.D. Lasica (www.salonmagazine. 
com/21st/feature/1998/11/25feature. 
html). 

One discussion of impermanence 
by Jerry Leichter can be found 
at http://catless.ncl.ac.uk/Risks/20.14. 
html#subj8. He describes a group of 
university researchers who posted re
search results on their Web page. They 
later decided to form a company and 
exploit their findings commercially. 
The previously public Web page van
ished along with the information it 
contained. At that instant, unbe
knownst to the authors, all works ref
erencing the Web page were subtly al
tered: a reference upon which they 
depended did not exist. This topic 
raises important questions about the 
meaning of OSA journal archivability 
and what is an allowable reference as 
we increasingly become dependent on 
Web pages for information. 

This article contains excerpts from: "The Risks 
Digest," Forum On Risks To The Public In 
Computers And Related Systems, ACM Com
mittee on Computers and Public Policy, Peter 
G. Neumann, moderator. The excerpts are 
reused without explicit authorization under 
blanket permission granted for all Risks-
Forum Digest materials. The author(s), the 
RISKS moderator, and the ACM have no con
nection with this reuse. 
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Some comp.r isks postings are 
amusing. For instance, the posting 
(Vol. 10, number 16) entitled "NSA 
says Furby is a nat ional security 
risk" describes an Associated Press 
news story about a toy for children, 
and another story (Vol. 20, number 
17) m e n t i o n s the mandate that 
solves the Y2K problem for Chinese 
airlines: Al l airline chief executives 
must be airborne at midnight on 
December 31, 1999. Whether you 
read comp.risks to be amused or to 
be informed, it is certain to instill a 
healthy appreciation of the myriad 
of pitfalls awaiting those using in
formation technology. 
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Geometric-
optical Rays, 

Poynting's 
Vector, and 

Field Momenta 
BY MASUD MANSURIPUR 

In isotropic media, the rays of geo
metr ical optics are usual ly ob 

tained from the surfaces of constant 
phase (i.e., wavefronts) by drawing 

normals to these surfaces at various 
points of interest.1 It is also possible 
to f ind the rays f rom the eikonal 
equat ion , wh ich is der ived f rom 
Maxwel l 's equations in the l imi t 
when the wavelength λ of the light is 
vanishingly smal l . 2 Both methods 
provide a fairly accurate picture of 
beam propagation and electromag
netic energy transport in situations 
where the concepts of geometrical 
optics and ray-tracing are applica
ble. The ray artifact, however, breaks 
down near caustics and focal points 
and in the vicinity of sharp bound
aries, where diffraction effects and 
the vectorial nature of the field can 
no longer be ignored. 

It is possible, however, to define 
the rays in a r i g o r o u s m a n n e r 
(consistent with Maxwell's electro
magnetic theory) such that they re
m a i n m e a n i n g f u l even in those 
regimes where the notions of geo
metr ical optics break down. A d 
mittedly, in such regimes the rays 
are no l o n g e r use fu l for ray-
tracing; for instance, the light rays 
no longer propagate along straight 
lines even in free space. However, 
the rays continue to be useful as 
they convey information about the 
magnitude and direction of flow of 
energy, l inear m o m e n t u m of the 
field (which is the source of radia
tion pressure), and the field's an
gular momentum. Such properties 
of light are currently of great prac
tical interest, for example, in devel
op ing optical tweezers where fo
c u s e d laser b e a m s c o n t r o l the 
m o v e m e n t s o f sma l l o b j e c t s . 3 - 6 

Similarly, manipulat ion of atoms 
and molecules with laser beams is 
presently an active area of research 
that has tremendous potential for 
future applications. 7 

Computing the Poynting vector 
For a coherent , m o n o c h r o m a t i c 
beam of l ight, the t ime-averaged 
Poynting vector S at any point (x, y, z) 
in space can represent the direction 
and magnitude of the corresponding 
ray. Computing S is fairly straightfor
ward and involves only a few fast 
Fourier transformations (FFTs). Out
lined below is a method of calculating 
S for a beam in free space, but the 
method can readily be generalized to 
mater ia l env i ronments as well . 
Throughout this article the adopted 
system of units is M K S , c is the speed 
of light in vacuum, ε0 is the permit
tivity of free space ( ε 0 c 2 = 10 7 / 4π) , 
and h is Planck's constant. 

With the beam's propagation di
rection fixed along the Z-axis, con
sider the distribution of the E-field 
in the beam's cross sectional plane, 
X Y . T h e o n l y c o m p o n e n t s o f E 
needed for calculating S are Ex and 
E y . To compute the Poynting vec
tor, decompose the beam into its 
plane wave spectrum. This requires 
one F F T for Ex (x ,y) and another 
for Ey ( x ,y ) . For each plane wave 
thus o b t a i n e d c o m p u t e the Z -
component Ez (x ,y) of the E-field 
using the requirement k · E = 0. 
Here k = 2 π σ / λ is the wave-vector 
for the plane wave p r o p a g a t i n g 
along the unit vector σ. The knowl
edge of E and k for each plane wave 
leads directly to the corresponding 
magnetic field B = σ X E/c. At this 
point all six components of E and B 
for each p lane wave are deter 
mined; therefore, an inverse F F T on 
each such component would yield 
the complete E - and B-fields within 
the cross sectional XY-plane. In the 
end, the t ime-averaged Poynt ing 
vec tor may be o b t a i n e d f r o m 
S = 1 / 2 ε 0 c 2 Real (E X B*). 8 
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