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Snapshot: Franson describes several 
quantum methods for encoding information. 
Cost and size reduction are needed to make 
the systems practical. 

Q uantum cryptography1 is a new technique for 
the transmission of secure communications. 
Unlike conventional methods of cryptography, 
the security of the information transmitted 
using quantum cryptography is guaranteed by 

the laws of physics. Aside from its potential practical 
applications, quantum cryptography illustrates several 
interesting aspects of quantum optics, 
including the role of the uncertainty 
principle in optical measurements and 
two-photon interferometry. 

The earliest methods of cryptogra
phy used a secret key to encrypt mes
sages before transmission and to deci
pher them at their final destination. 
The security of these methods was 
often compromised by unauthorized 
disclosure of the key or by sufficient 
analysis to "break" the code. More 
modern methods (public key distribu
tion) do not use a secret key but, 
instead, rely on the assumed mathe
matical difficulty in factoring large numbers, for exam
ple. The security of these methods may be compro
mised by unexpected advances in mathematical algo
rithms or in computing power. 

Quantum cryptography also makes use of a secret 
key to encode and decipher information that is trans
mitted over an open communications channel, but the 
key is not transmitted in the usual way. One method of 
quantum cryptography establishes identical keys at two 
distant locations without transferring any information 
at all. Although this may seem impossible from the 
viewpoint of classical physics, it can be done using the 
nonlocal properties of two-photon interferometers, as 
described below. Another approach to quantum cryp
tography transmits the key in the form of single pho
tons and relies on the quantum-mechanical uncertainty 
principle to prevent the possibility of eavesdropping. 

Quantum measurements 
All of the methods for quantum cryptography rely in 
one way or another on the fact that a quantum-
mechanical measurement of one variable will change 
the state of the system and introduce uncertainty into 
the value of other variables. One of the simplest exam
ples of this is illustrated in Figure 1, where a single pho
ton is assumed to be linearly polarized along either the 
x, y, x', or y' coordinate axes. Consider the case in which 
the photon was initially polarized along the x axis but 
its polarization was subsequently measured in the x', y' 
coordinate frame using a polarization analyzer. Once it 
passes through the analyzer, the state of polarization of 
the photon will have been changed to either x' or y', and 
a subsequent measurement of its polarization in the x, y 
coordinate frame will be totally uncertain. This kind of 
uncertainty is unavoidable when measuring the polar
ization of a single photon, while it is possible to deter
mine the polarization of a classical beam of light with
out producing any significant change in its polariza
tion. 

The change in the quantum state of a system as a 
result of a measurement has more dramatic effects 
when two or more particles are correlated. For example, 
consider a quantum state corresponding to two pho

tons whose polarizations are known 
to be the same but are otherwise 
uncertain: 

|ψ > = |x1>|x2> + |y1>|y2> (1) 
Here |x1>|x2> represents a state 

in which photons 1 and 2 both have 
x polarizations, while both photons 
have y polarizations in the state 
|y1>|y2>. If the polarization of pho
ton 1 is measured in an arbitrary 
coordinate frame, then it can be 
shown that photon 2 will always have 
the same polarization as photon 1. 
For example, if the polarization of 
photon 1 is found to lie along the x' 

axis, then the state of the system is instantaneously 
changed to 

Thus, a measurement on photon 1 can instantaneously 

Figure 1. Two coordinate frames 
for the linear polarizations of sin
gle photons. 
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change the state of photon 2, regardless of its distance 
from photon 1. Similar effects were criticized in a 
famous paper2 by Einstein and his colleagues, while 
John Bell subsequently showed3 that any classical inter
pretation of such correlations would require the instan
taneous transmission of information between two dif
ferent locations. Despite the seemingly philosophical 
nature of these issues, such effects do exist experimen
tally4 and have potential practical applications in quan
tum cryptography. 

Polarization approach 
The first demonstration1 of quantum cryptography by 
C.H. Bennett and his colleagues used circularly polar
ized photons transmitted 32 cm in air. Subsequent 
experiments5,6 have also demonstrated the feasibility of 
this approach in optical fibers, although the system 
must compensate in some way for the change in the 
state of polarization due to birefringence and other 
effects as a photon propagates down the fiber. The 
secret key is transmitted through the fiber in this 
approach, while the uncertainty principle is used to 
prevent the possibility of eavesdropping. 

An example of the polarization approach to quan
tum cryptography is shown in Figure 2, which is a 
block diagram of a fully operational system implement
ed by the author and his colleagues, Bryan Jacobs and 
Hillar Ilves.7 This system provides secure communica
tions between two computers using a sequence of lin
early polarized photons processed in the following way. 

Both computers randomly and independently 
choose either the x,y or x',y' coordinate frame of Figure 
1, after which Computer 1 transmits a photon whose 
polarization was chosen at random along one of the 
axes of its coordinate system. Computer 2 then analyzes 
the polarization of the photon in its coordinate frame. 
The two computers openly compare their choice of 
coordinate frames (but not the polarizations transmit
ted or received) and discard those events in which they 
happened to choose different coordinate frames. The 
remaining events will be totally correlated, so that an x 
or x' photon can be taken to represent a bit 0, while a y 
or y' photon can represent a bit 1. By repeating this 
process many times, the system establishes a sequence 
of random bits that is common to both computers and 
is then used as the secret key. 

An eavesdropper will not know the correct coordi
nate frame and will choose the wrong one 50% of the 
time. If the eavesdropper simply absorbs a photon, that 
event will be ignored by the two computers and does 
not constitute part of the secret key. The best that an 
eavesdropper can do is to transmit a second photon to 
Computer 2 with the same polarization as he or she 
measured. But this changes the state of polarization in 
general and introduces an error into 25% of the polar
izations measured by Computer 2. This allows the pres
ence of an eavesdropper to be easily detected, since the 
intrinsic error rate in the system is less than 0.5%. 

The change in the state of polarization during prop
agation through an optical fiber is automatically com
pensated in this system using Pockels cells 1 and 2 of 
Figure 2. The voltages that must be applied to the 
Pockels cells to produce an x, y, x', or y' polarization at 
Computer 2 are 
periodically deter
mined by the two 
computers using a 
feedback algo
rithm. A third 
Pockels cell located 
at Computer 2 can 
rotate the polariza
tion vector by 45°, 
which allows the 
polarization to be 
analyzed in either 
the x,y or x',y' 
coordinate frame 
using a fixed Wol
laston prism. 

The electronics 
operate at a cycle 
rate of 240 kHz, 
but a number of 
factors reduce the 
useful data trans
mission rate to 5 
kHz for short 
fibers. A further 
reduction due to 
losses occurs in 
longer fibers. Brief 
messages can be 
a u t o m a t i c a l l y 
transmitted from 
one computer to 
the other in a frac
tion of a second. 
Data rates of 1 
M H z should be 
achievable in the 
future using cus
tom-made elec
tronics to replace 
the logical func
tions currently 
implemented in 
the computers. 

Al l incorrect 
bits are identified 
and corrected 
using a secure method of parity checks,1 while the 
information available to an eavesdropper is made expo
nentially small using the privacy amplification tech
nique developed8 by Bennett et al. The system currently 
operates at 633 nm over a 1 km optical fiber. In the 

Figure 2. Block diagram of a quantum cryptography system 
based on the linear polarizations of single photons. Pockels cells 
1 and 2 compensate for the time-dependent change in the state 
of polarization of a photon propagating down an optical fiber, 
while Pookels cell 3 selects the coordinate frame for the polariza
tion measurement. 
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future, the use of longer wavelengths should allow 
operation in optical fibers up to 10-km long. 

The simplicity and stability of polarization measure
ments are the main advantages of this approach. The 
high extinction ratio of polarization analyzers should 
make it possible to reduce the intrinsic error rate to 
about 0.01%, which is much better than can be 
achieved using the interferometer approaches described 
below. Although all incorrect bits are identified and 
corrected, a low intrinsic error rate reduces the com
puter time required for error correction and facilitates 
the identification of potential eavesdroppers. 

Two-photon interferometry 
The secret key can be established in a very different man
ner using the two-photon interferometer of Figure 3, 
which was proposed by the author9 and subsequently 
demonstrated by several research groups.10 Each of the 
interferometers has a longer path and a shorter path, and 
the difference in path lengths is chosen to be much larger 
than the coherence length of the incident photons. One 
might expect to observe no interference pattern at all 
under those conditions, with each photon incident on 
the interferometers equally likely to emerge into the out
put ports labelled A and B. That is not the case, however, 
when using a nonclassical light source that produces 
pairs of photons with correlations analogous to those of 
Eq. (1). Once photon 1 has been observed in output port 
1A, for example, the instantaneous change in the state of 
the system analogous to Eq. (2) will cause photon 2 to 
emerge in the corresponding output port 2A, provided 
that the phase shifts θ1 and θ 2 in the two interferometers 
were the same. The two photons will always emerge in 
opposite output ports (1A and 2B, for example) if θ1 and 
θ 2 differ by 180°. These correlations violate Bell's 
inequality3 and, once again, any classical interpretation 
would require the instantaneous transfer of information 
between the two interferometers. 

The origin of these correlations can be understood 

by considering the nature of the photon pairs used in 
these experiments. Pairs of photons with the necessary 
correlations can be produced using the process of para
metric down-conversion,4 in which a nonlinear crystal 
is used to split individual photons of a pump laser into 
two secondary photons while conserving momentum 
and energy. The two photons are known to be emitted 
at precisely the same time, but the time at which they 
are emitted is totally uncertain. This is analogous to the 
polarization uncertainty of Eq. (1). Coincidence elec
tronics are used to include only those events for which 
the two photons are detected at the same time, in which 
case both photons must have traversed the longer paths 
through the interferometers or both must have tra
versed the shorter paths. Interference between the 
probability amplitudes for these two sets of paths pro
duces the observed correlations between the output 
ports of the two interferometers.9 

These correlations can be used11 to establish a secret 
key if output ports 1A and 2A represent a bit 0 and 
output ports 1B and 2B represent a bit 1. A sequence of 
common, random bits can then be established using 
the same procedure described above for linear polariza
tions, except that the randomly chosen orientations of 
the polarizations in Figure 1 are replaced with the cor
responding randomly chosen phase shifts in the two 
interferometers. No information is actually transmitted 
between the two computers to establish the secret key, 
in this case, since the outcome of the interferometer 
measurements is indeterminate until one of the mea
surements has been performed. Any attempt by an 
eavesdropper to perform a measurement on one of the 
photons will degrade the correlations in an observable 
way, just as in the polarization approach. 

Quantum cryptographic systems based on this 
approach have been investigated by Rarity, Owens, and 
Tapster12 and by the author. At the moment, this 
approach has not been as successful as the polarization 
method, due in part to the low efficiency in coupling 
the down-converted photons into single-mode optical 
fibers. The method does have several potential advan
tages, however, including the fact that it is relatively 
insensitive to changes in the state of polarization or dis
persive effects. In addition, the entire system can be 
operated in a passive mode with no switching or mod
ulation elements required. 

Series interferometers 
C.H. Bennett realized13 that the same basic geometry of 
the two-photon interferometer in Figure 3 could be 
implemented using a single photon if the two interfer
ometers were placed in series, as illustrated in Figure 4. 
This eliminates the need for parametric down-conver
sion while retaining the insensitivity to dispersive 
effects and changes in the state of polarization. Systems 
of this kind have been investigated by Townsend, 
Rarity, and Tapster.14 Townsend has recently shown15 

the feasibility of quantum cryptography in a 10-km 

Figure 3. Two-photon interferometer giving nonlocal correlations between the output 
ports randomly chosen by a pair of photons. Output ports 1A and 2A represent a bit 0, 
while output ports 1B and 2B represent a bit 1. 

Figure 4. Series arrangement of two interferometers that provides 
some of the same capabilities as a two-photon interferometer. 
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optical fiber using this method, obtaining data rates of 
a few kilohertz with an intrinsic error rate of 4%. The 
system operated at 1.3 μm using optical-fiber interfer
ometers. Error reconciliation was also implemented in 
this system to identify incorrect bits. The use of single 
photons does not, however, allow the system to be oper
ated in a passive mode, as is the case for the two-inter
ferometer approach. The main limitation of this 
approach appears to be the difficulty in achieving inter
ferometer visibilities much higher than 0.99, which 
results in relatively high intrinsic error rates. 

Future prospects 
There seems to be little doubt that quantum crypto
graphic systems will soon be capable of reliable opera
tion at data rates of 1 MHz or above over distances of 
10 to 20 km. Operation over larger distances does not 
appear feasible, since the use of amplifiers to regenerate 
the signal would destroy the quantum-mechanical 
coherence needed for all of these effects. But there may 
be many potential applications for which a range of 10 
km may be more than adequate, such as secure com
puter networks within localized facilities or throughout 
a large city. Many systems of that kind currently rely on 
cables whose security must be physically maintained. 

To become truly practical, quantum cryptography 
must be competitive with conventional systems already 
in use. The size and cost of such systems will probably 
have to be reduced to the point that they can be mount
ed on a single card for insertion inside a personal com
puter. It is interesting to note, however, that quantum 
computers using non-classical logic elements may even
tually be able to factor large numbers much more effi
ciently than conventional computers, as was recently 
shown by Peter Shor.16 That would make the public 
key systems much more vulnerable, in which case quan
tum computing would provide the ultimate need for 
quantum cryptography. 
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