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T he portable document format (PDF)
provides a convenient, high-quality,

universally available means of transfer-
ring documents. Creators of PDFs are
confronted with a staggering number of
options, most of which can be safely left at
the default values. Some options, howev-
er, such as those controlling document se-
curity, should not be ignored. We discuss
here the use of the security features of
PDF documents. The tests for this article
used Adobe Acrobat 4.0 with a Windows
98 operating system. People with other
combinations of application and operat-
ing system software may have to use dif-
ferent keystrokes to perform tasks, but the
underlying concepts should be similar. In-
formation about Acrobat can be obtained
at www.adobe.com.

The increasing ease with which infor-
mation can be transferred has been ac-
companied by a commensurate increase in
the ease with which this information can
be abused. You honor a request for a copy
of the slides used in a talk and the slides
reappear in a talk bearing the name of a
different author. While such overt ethical
lapses are much less common in the optics
community than in some other disci-
plines, a subtler, well-intentioned form of
abuse is common. A slide reappears, cred-
ited to you, but modified to suit the pre-
senter’s needs. You did not approve the
slide or even see it, but it is presented to
the audience as your work. A first step to-
wards avoiding this problem is to transfer
the information in a PDF file, which is not
as easy to modify as is the format of the
application used to create the slides. But
tools for modifying PDF files do exist. To
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discourage the use of these tools, one can
use the little known security features of
PDF documents.

Security features
The creator of a PDF file can control the
actions of a user of the document in four
areas: printing, modifying, selecting, and
annotating. Selecting refers to highlighting
parts of the document for copying to a
clipboard and thence to some other appli-
cation. Annotating refers to adding com-
ments or notes to the PDF document, or
modifying annotations already present.
Two security passwords can be assigned to
a PDF document: the “open” password
and the “security” password. The “open”
password, if assigned, is required to open
the document for viewing, printing, etc.
The security password is used to prevent a
user from modifying the security settings.
The security password should be used
whenever any of the other security fea-
tures are employed. Otherwise, a user can
simply remove the security features.

Checking security settings
The security settings of a document
opened in Acrobat can be observed by suc-
cessively clicking File -> Document Info 
-> Security. A window will open that lists
whether or not the file has a security pass-
word, an “open” password, and whether
printing, changing, selecting, and annotat-
ing are allowed. Note that this information
may not be viewable when the document
is opened in a browser like Netscape Com-
municator with the appropriate plug-in.
In this case, the document’s security set-
tings can be viewed by saving it to a disk
and then opening it using Acrobat.

Modifying security settings
You can modify the security settings of a
PDF file by opening it in Acrobat and suc-
cessively clicking -> File, then -> Save As.
The bottom of the resultant wpindow will
contain a box labeled “Security.” If this box
lists the word “None,” change it to “Stan-
dard.” You can now click on -> Settings to

open a window from which you can mod-
ify the document’s security settings. If the
document already has a security password,
you must provide it before you will be al-
lowed to modify the security settings.

You can set security settings in a new
PDF document. Just create it without se-
curity settings and then use the method
described above to add them. When using
Acrobat Distiller to create multiple docu-
ments with the same security setting, it is
more convenient to set Distiller to the de-
sired security settings. First, run Distiller
by successively clicking Start -> Programs
-> Adobe Acrobat X -> Acrobat Distiller
X. Here, “X” denotes your version of Dis-
tiller and we are assuming that your Dis-
tiller was installed using the standard pro-
cedure. When the Distiller window opens,
click -> Settings and then -> Security. A
window will open that allows you to mod-
ify the current security settings. When you
are satisfied, click -> OK to close the secu-
rity window and -> File, then -> Exit, to
close Distiller. The new settings will be
used on subsequent PDF documents cre-
ated by Distiller. If you are so inclined, you
can save the new security settings in a “job
option” file before closing the Distiller
window by successively clicking Settings 
-> Job Options -> Save As.

Conclusion
The security features of PDF-formatted
documents can prevent casual misrepre-
sentation of your work. These easy-to-use
features provide control over the manner
in which your documents will be used. Al-
though they will not always be necessary,
they provide peace of mind in cases in
which it is important to ensure that the in-
formation you transmit to others cannot
be modified easily. However, be aware that
the security features can be bypassed by
commercially available programs that
"crack" PDF security passwords and by
other programs that perform optical char-
acter recognition on screen images.
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The little-known security
features of PDF documents
can be used to discourage

unauthorized modification.


