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Information fraud is a serious prob
lem for banks, businesses, and con
sumers. Increasingly, we use licens
es and personal identification, 
credit, bank, and health insurance 
cards. Thus, there is significant 
demand for fast and reliable identi

fication of people and verification of their cards. 
Simultaneously, counterfeiting tools are more prevalent 
and accessible. With the rapid advances in computers, 
CCD technology, image processing hardware and soft
ware, and printers, scanners, and copiers, it is becoming 
increasingly simple to reproduce authentic looking pic
tures, logos, currency, and patterns. 

Recently, optical processing systems have been pro
posed for encryption, security systems, and anti-coun
terfeiting,1-5 as well as verification of biometrics.3, 6 - 8 

Optical systems present a great potential for encryption 
and security applications because of a number of rea
sons: 

Optical systems can read and write in parallel com
plex amplitude and phase information. Spatial phase 
encoded information cannot be intensity copied;1 

Large volumes of data can be encoded using high res
olution optical materials that can fit in a small area. 
Codes with large dimensions increase the number of 
mathematical possibilities to break them; 
High-speed parallel encryption and decryption of 
grayscale or complex data is possible using recently 
developed techniques.2,5 

This article presents advances in developing data 
security and encryption systems using real-time optical 
information processing. Optical information processing 
techniques are used for security verification of credit 
cards, passports, and other IDs. These techniques also 
make cards difficult to reproduce. Complex phase/ 
amplitude patterns are used to secure identification data 
that cannot be seen and therefore cannot be copied by 
an intensity sensitive detector such as a CCD camera. 
Since verification speed is an important attribute of 

security applications, algorithms for encrypting data or 
biometrics must be able to encode information—signa
tures, facial photographs, fingerprints—in a way that is 
difficult to decode if one does not know the "key," but 
very easy to decode if one does. 

Encryption 
To prevent unauthorized access 
to data, security may be 
achieved by encryption. A 
recently proposed method of 
encryption2 , 5 allows an encoded 
version of an image (two-
dimensional data array) to be 
written as stationary white noise 
(see Fig. 1, page 30). 1 3 The 
reconstruction method is very 
simple and robust2 and can be 
implemented optically with 
optimal optical efficiency. 

Let f(x, y) denote an image 
to be encrypted. Let n(x, y) and 
b(α, β) denote two independent 
white noise sequences 1 3 uni
formly distributed on [0, 2π], 
respectively. Here x and y are the 
coordinates of the space 
domain, and a and β are the 
coordinates of the Fourier 
domain. In the encryption 
process, the random phase func
tion exp[jn(x, y)] is used in the 
space domain and the random phase function exp[jb(α, β)} 
is used in the Fourier domain. The encrypted version of 
the image can be represented as 

where μ(x, y) is the inverse Fourier transform of 
exp[jb(α, β)], and * denotes the convolution operation. 

This article provides 
a discussion of new 
optical information 
processing tech
niques for encryption, 
security, and 
anti-counterfeiting 
that have been shown 
to perform well for a 
variety of problems 
and applications. 
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It can be shown that φ(x,y) is a stationary white 
random process. The data image can only be 
decrypted when the key, exp[-jb(α, β) ] , is used. 

To decrypt the image, the Fourier transform of 
φ(x,y) is multiplied by the decoding mask 
exp[-jb(α, β)] . This causes the encoding phase 
function exp[jb(α, β)] to be canceled out by the 
decoding mask exp[-jb(α, β ) ] , the decryption 
key. Therefore, the original data image can be 
recovered in the space domain by multiplying the 
output by the second phase mask, exp[-jn(x,y)]. 
If the stored image is positive, the phase func
tion exp[jn(x,y)] can be removed by an intensi
ty sensitive device, such as a video camera, 
without employing the second phase mask, 
exp[-jn(x,y)]. If the key, exp[ - jb{α, β ) ] , is 
unknown and some other function is used, the 
image is unrecoverable and will remain random 
noise. 

Figure la shows the optical implementation 
of random phase encryption. The original 
grayscale image of George Washington is pre
sented at the input plane. The encrypted ver
sion of the image is obtained at the output 
plane. Figure lb illustrates the decryption of 
the image using the correct key. The encrypted 
image is placed at the input plane and the 
decrypted image (original image) is obtained at 
the output plane. 

Optical pattern recognition-based security 
systems 
Security techniques that use complex 
phase/amplitude patterns for security verifica
tion of phase encoded data cannot be seen or 
copied by intensity sensitive detectors.1 A phase 
code and biometrics composite—of a finger
print, facial image, or signature—is used for 
verification and authentication. Both the phase 
mask and the primary pattern are identifiable 
in an optical processor or correlator that knows 
the mask code. 1 0 - 1 2 

The phase portion of the pattern consists of a 
two-dimensional phase mask, invisible under 
ordinary light. The large dimensions of the 
mask make it extremely difficult to determine 
its content. The mask cannot be analyzed by 
examining it under a microscope, photograph
ing it, or reading it with a computer scanner. 

Phase masks may be used in conjunction 
with other techniques or alone. For example, 
the phase mask can be a thin sheet of transpar
ent plastic attached to a primary pattern with a 
strong bonding agent. The phase mask is affixed 
to a product such as a computer chip and then 
the mask may be read by an optical correlator 
to verify authenticity. Any attempt to tamper 

Figure 1. (a) An optical processing system that can be used for optical image encryption, x-y plane 
is the input plane, α -β plane is the Fourier plane. The image to be encrypted is placed at the input 
plane. The encrypted image is obtained at the output plane. An example of the encryption of a gray 
scale image is illustrated, (b) The same optical system as in Figure 1 can be used for decryption. 
The encrypted image is inserted at the input and the key for decryption is inserted at the Fourier 
plane. The decrypted image is recovered at the output plane. An example of the decrypted image is 
shown using the correct key. 
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with the mask by substituting a different pattern will 
destroy the mask upon separation. 

The phase mask can be represented mathematically 
by the function exp[jM(x,y)], where M(x,y) is a real 
function normalized to [-π to π]. With the high resolu
tion of the commercially available optical films and 
materials, M(x,y) may be of the order of a million pix
els, and yet the mask size will be a very small square. 

A variety of other techniques can be used to synthe
size phase masks. Masks can be fabricated on thin plas
tic materials using embossing techniques like those used 
to imprint the holograms found on many cards. They 
may also be made using techniques to make refractive or 
binary optics, or through bleaching on photographic 
film. Since processors that verify masks use optical 
memory to store large numbers of phase masks, the 
masks can be multiplexed to contain a large number of 
codes. 

The verification system that reads the card may be 
one of several optical correlation architectures.10-12 An 
object or primary pattern, g(x,y), consisting of a bio-
metric pattern to which a phase mask has been added 
and whose verification is desired, is placed in the input 
plane of the correlator. The composite input signal is: 

Either coherent light illuminates the complex mask, 
extracting the signal by reflection, or light is transmitted 
through a transparent portion of the card. The proces
sor has a priori knowledge of the mask, exp[jM(x,y)]. A 
spatial filter, positioned in the Fourier plane of the fre
quency plane correlator, verifies the code and/or the 
biometric. The verifying filter may be one of a variety of 
matched or spatial filters.10-12 

The output correlation between the input mask pat
tern and the filter function is detected by the C C D 
image sensor. The intensity of the correlation deter
mines the degree of similarity between the input mask 
and the authentic mask stored in the filter. If the spatial 
filter matches or has a high degree of correlation with 
the input phase mask, a high intensity spot will be 
detected by the CCD sensor. If the intensity exceeds a 
predetermined level, a verification signal is produced. If 
the intensity is below the established threshold, the 
input phase mask is a counterfeit. If there is no primary 
pattern and only the phase mask exp[jM(x,y)] is used 
for verification, g(x,y) will be a constant. But, if the pri
mary pattern needs to be verified, the processor will 
have an a priori knowledge of g(x,y). 

One device for optical correlation of objects is the 
joint transform correlator ( J T C ) . 1 0 , 1 2 , 1 3 Here the refer
ence function r(x,y) and an unknown input object s(x,y) 
are presented together in the input plane (see Fig. 2a), 
and their combined or joint Fourier transform is pro
duced in the focal plane behind the lens. If the joint 
Fourier transform is recorded on a square-law or energy 

Figure 2. (a) A nonlinear joint transform correlator. 
(b) A facial image of a person that is bonded onto a random phase code. 
(c) Experimental result of the verification using the nonlinear JTC when the correct 
facial image and random code are presented at the input of the nonlinear JTC. 
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Glossary 

Biometrics: Individuals have many unique signa
tures, such as facial features, fingerprints, retina, 
voice, and DNA. Biometrics is a representation of 
these features. 

Phase mask: As light propagates through a 
medium, its retardation depends on the thickness 
and index refraction of the medium. A phase 
mask can introduce phase shifts according to a 
pattern or code written into the mask. 

Nonlinear Joint Transform Correlators 

Nonlinear joint transform correlators ( J T C ) 1 2 - 1 4 can be used in the verification 
of the code and biometrics for optical security systems.1, 4 - 6 These nonlinear 
correlations are critical for reliable verification of the data in terms of discrimi
nation against unauthorized input, noise rejection, and light efficiency. 

One version of the nonlinear J T C 1 0 - 1 4 is shown in Figure 2a (page 31). The 
input plane contains both the reference signal r(x,y + y 0 ) and the input signal 
s(x,y - y 0 ) . The amplitude of the light distribution at the back focal plane of 
the transform lens is the sum of the Fourier transforms of the two input 
image functions. The Fourier transform intensity distribution is produced by 
an intensity sensitive device: 

For a linear or classical joint transform correlator, the inverse Fourier of Eq. 3 
produces the correlation signals at the output plane. The first two terms of 
Eq. 3 are autocorrelation terms. The terms of interest are the third and fourth, 
which are the crosscorrelations of the reference signal with the input signal. 

Recently, nonlinearities were introduced to J T C s . 1 2 - 1 4 Nonlinear JTCs use 
nonlinear techniques in the Fourier plane to nonlinearly transform the joint 
power spectrum. A family of nonlinear correlators and kth law nonlinear 
JTCs, including the linear correlator for k = 1 and the binary JTC for k = 0, are 
introduced. Here, k represents the severity of the nonlinearity of the transfor
mation of sgn(Em) |Em|k where E m is the modified joint power spectrum ( E m 

= E - S 2 - R 2 ) and sgn(.) is the signum function. The nonlinear JTC can use the 
nonlinearity of a nonlinear device such as a spatial light modulator or a detec
tor array in the Fourier plane to alter the Fourier transform interference inten
sity as shown in Figure lb . It has been s h o w n 1 2 - 1 4 that compared with the clas
sical correlator, the compression type of nonlinear joint transform correlator 
(k<1) provides a better light efficiency, better noise rejection, narrower corre
lation width, and better discrimination against similar objects. It is noted that 
varying the severity o f the nonlinearity k will produce correlation signals with 
different characteristics. For highly nonlinear transformations (small k), the 
high spatial frequencies are emphasized and the correlation becomes more 
sensitive in discrimination. 

detector such as a CCD array or photosensitive film, and 
a second Fourier transform is taken, the two objects can 
be correlated. The main advantage of the joint trans
form correlator is that both the input signal and the ref
erence signal are Fourier transformed simultaneously, 
and the interference between the transforms is achieved 
in a single step. Thus, the need for making filters is elim
inated. A nonlinear J T C is more practical due to the 
limited dynamic range of optical devices. In addition, 
the nonlinear JTC offers many advantages in terms of 
correlation performance.10-14 (See sidebar for more 
details on nonlinear JTC.) 

The input images can be displayed on an input/out
put optical device or a spatial light modulator for real
time operation. In Figure 2 (page 31), the nonlinear JTC 

architecture is used to verify 
the au thent ic i ty o f the 
card.10,12 Figure 2b shows a 
facial image bonded to a ran
d o m phase code. Figure 2c 
presents the exper imental 
result o f the v e r i f i c a t i o n 
u s i n g the n o n l i n e a r J T C 
when the correct facial image 
and r a n d o m code are pre
sented at the input. 

Fully phase-encoded security 
verification 
For greater security, the pri
mary pattern may itself be 
phase e n c o d e d . 1 , 6 Here , a 
f ingerprint or picture of a 
face is wr i t ten as a phase 
image and c o m b i n e d with 
the previously discussed ran
dom phase mask to produce 
a ful ly phase encoded key 
and biometrics system. The 
c o m b i n e d pattern is c o m 
pletely invisible to the eye or 
any other detector using con
ventional light sources. The 
composite mask is produced 
by the same means used to 
make the r a n d o m phase 
mask such as refract ive, 
e m b o s s i n g , or b leach ing 
techniques. Phase encoding 
has the addit ional security 
value, in that counterfeiters 
are not easily able to deter
mine the type of a primary 
pattern. A n d , even i f they 
obta ined the p r imary pat
te rn , they w o u l d have to 
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unscramble the random phase code from it. 
Figure 3 illustrates the performance of the 
optical security system for a fully phase encod
ed fingerprint and random code key image. 
The well-defined output peak represents the 
nonlinear correlation between an authorized 
phase encoded fingerprint and the random 
code key stored on an ID card with a live phase 
encoded fingerprint and the code key. The 
low-level signal represents output for the same 
experiment with an unauthorized fingerprint. 

Outlook 
A number of optical information processing 
systems for encryption, security, and identifi
cation can be used by governments or indus
tries who need to protect valuable data. For 
encryption, the encoding method transforms 
the input image to a stationary white noise 
using two keys. The original images are recov
ered using the correct keys. For security sys
tems, phase encoding can be used to encode a 
key and biometrics. Nonlinear joint transfrom 
correlation techniques are used for verification. 
With continuing research and development in 
optical materials, devices, algorithms, and sys
tems, it will be possible to manufacture com
pact and low-cost optical systems on a large 
scale and to improve the designs for optical 
security and encryption systems. 
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Figure 3. The fingerprints used in fully phase-encoded security verification (a composite of a 
phase code and a phase encoded fingerprint.6 

(a) Fingerprint #1 is used as the reference image and fingerprint #2 is used as input images for 
crosscorrelation test. 
(b) Shows autocorrelation output (left) and crosscorrelation output (right). 
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